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Legal Issues in the War on
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Aspects of Patriot Act related to Technology

Several of the sections of the Patriot Act have an explicit impact on
technology and the use of technology by Police to investigate
crime.

This section of the lecture will review some of the Sections of the
Patriot Act that deal explicitly with technology.

1. Secuon 201: Wiretapping (Generzl)

r

Section 202: Wiretappang related 1o compulter crame.

Secuon 206: Roving Survesllance

Section 209! Voicemsail Sewzures

Section 212: Emergency Disclosure of Electronie Communications
Section 214: Pen registers and tap and trace

Section 220: Nationwide Search Warrants for Electrome Evidence
Section 223: Civil Liabelity for Unauthorized Dasclosure
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Section 201: Wiretapping

This section makes it so the FBI can get a wiretap to listen in on
your private conversations based on your association with an
organization classified by the U.S. government as "terrorist” --
whether or not the organization engages in legitimate political
advocacy or humanitarian work.

An example of such an organization is the anti-apartheid African
National Congress, which was designated a "terrorist”
organization before apartheid was defeated.

The FBI can wiretap your phone, or "bug" your house or office,
only when investigating the most serious crimes. PATRIOT
201 made a number of additions to the list of crimes that can
justify police surveillance, including one brand new crime
created by PATRIOT Section 805 -- providing "material
support” to terrorist organizations in the form of "expert advice
or assistance.”

Section 201: Wiretapping

Section B0S makes it a crime 1o offer "expert advice and assistance” to any foreign
oeganization that the Secretary of State has designated as "terronist.”

Many of these "terrorist” organizations also advocate foe, and provide humanitarian
assistance 1o, their constituents. Yet PATRIOT makes it illegal to offer expert
advice and assistance even for these legal, non-lerrorist activities.

Importantly, HAMAS, which 15 now the ruling party of Palestine is still designated
s & terronist group. Thus any mdividual who provides ANY expert advice or
assistance 10 HAMAS oa how to run the country or any aspect of the
government could be coasidered aiding a terronst organization.

One federal court has already ruled that PATRIOT Section 805 18 unceastitutional,
since the vague terms “expert advice and assistance” could enminalize the First
Amendment-protected activities described above. Yet the law is still m foece
throughout most of the U.S.




Section 202: Wiretapping relating to Computer Crime

This Section makes it easier for the FBI to get privacy-invasive
wiretap orders and to intercept your electronic communications
when investigating computer crimes even when those crimes have
absolutely nothing to do with terrorism.

The Justice Department persuaded Congress to expand the
government's wiretap powers without ever having to cite even a
single instance in which a computer-crime investigation - much
less a terrorism investigation - had been hindered due to lack of
surveillance authority.

The Justice Department also succeeded in pushing through a
provision that under some circumstances gives the FBI the power
to intercept your private ¢lectronic communications - email
messages, faxes, instant messages, ete. - without a judge's
approval.

Section 202: Wiretapping relating to Computer Crime

Section 202: The FBI can get a court’s authorization to “bug” face-to-
face conversations or tap phone calls only when investigating
especially serious crimes.

PATRIOT added computer crime to the list of felonies that justify
such profound violations of privacy- despite the fact that the
Justice Department never presented evidence to suggest that this is
necessary in the battle against either computer crime or terrorism.

Section 217: [t used to be that in order to intercept your private
electronic communications in 2 computer-crime investigation, the
FBI had to seek permission from a court.

No more. Now, so long as a computer service provider merely claims
you are “trespassing” on its network, the FBI is free to intercept
your private communications as it so chooses.




Section 206: Roving Surveillance

Section 206 authorizes intelligence investigators to conduct "John
Doe" roving surveillance - meaning that the FBI can wiretap every
single phone line, mobile communications device or Internet
connection that a suspect might be using, without ever having to
identify the suspect by name.

This gives the FBI a "blank check" to violate the communications

privacy of countless innocent Americans. What's worse, these
blank-check wiretap orders can remain in effect for up to a year.

Imagine that the FBI could, with a single search warrant, raid every
house or office that an individual suspect has visited over an entire
year - every single place, whether or not the residents themselves
are suspects. Suppose that the FBI could do this without ever
having to identify the suspect in question.

This is basically what Section 206 allows

Section 206: Roving Surveillance

Section 206 amended the Foreign Intelligence Surverllance Act (FISA) so that &
wiretap order issued by the secret FISA court no longer has to specify what
type of communications that the order applies to.

This allows mvestigatoes to engage in “roving” surveillance, using & single wiretap
order to listen in on any phone line or monitor 2ny Internet account that a

suspect may be using - whether or not other people who are not suspects also
regularly wse it

FISA wiretaps lack many of the safeguards that prevent abuse of criminal wiretaps.
For example, orders are 1ssued using & lower legal standard than the “probable
cause” used in criminal cases, are subject to substantzzlly less judicial oversight
and typically last at least three tumes longer than criminal wiretaps.

Surveillance targets are never netified that they were spied on. Most amportant, and
also unhike cruminal wiretaps, the FISA court can ssue "John Doe™ wiretaps
that don't even specify the surveillance target's name.




Section 209: Voicemail Seizures

Before PATRIOT, the privacy of your voicemail was protected by the
Wiretap Act. This meant that in order to listen to your messages,
the FBI had to secure a wiretap order.

After PATRIOT, however, your voicemail is governed by the
Electronic Communications Privacy Act (ECPA), a statute that
gives you much less legal protection against government spying.
Now, instead of needing a wiretap order to listen to your voice
mail, the FBI can use other legal processes with weaker privacy-
protection standards:

*If you baven't Iistened to your vorcemail messages and they are 180 days old or
less, the FBI can use & search warrant.

“1f you have listened to your messages, or if they are older than 180 days, the FBI
can use a special court order for stored communications, or & subpoena.

*In some cases, the FBI may be able to simply ask for the vorcemal, and your
phoeae company may give it, without fulfilling any legal requiremnents at a1l

Section 209: Voicemail Seizures

Before PATRIOT, the FBI could gain access 1o your voice mail only by showing
facts to & judge that demonstrate "probable cause” 1o believe that you are
comemitling a crime.

NOW it need only demonstrate "reasonable grounds™ for the search to get a court
order - or, if it uses a subpoena, mere "relevance” to an investigation.

Before PATRIOT, the FBI eventually had 1o notify you if it listened 10 your voice
mail messages.

NOW if they use & search warrant, the only way you'll find out 15 if the FBI uses
your voice mail agaimnst you in court

Before PATRIOT, the FBI could listen to your vowce mail only if you were
suspected of one of 2 limited number of serious crimes.

NOW it can gain access 10 your voice mail messages for any kind of criminal
mvestigation whatsoever.

Before PATRIOT, if the FBI listened to your voice ma:l illegally, it couldn't use the
messages a3 evidence against you -- this is the so-called exclusionary rule. But
the ECPA has no such rule, so even if the FBI gains socess to your voice mail in
violation of the statute, it can freely use it as evidence against you.




Overall Patriot Act Issues

* Lowers standards used for getting and using a wiretap. Legally
the standards are much lower than previously.

* Increases the number of reasons that you can be surveilled or have
your communications intercepted.

» Terrorist Groups: Some controversy on designations.

» Terrorist Acts: Providing Expert advice.

* Non-terrorist Investigations: Many of the provisions,
including some of the most invasive wiretap provisions, apply
to any criminal investigation not just terrorism.

The standard defense of these kinds of laws is that “if you aren’t
doing anything wrong you have nothing to worry about™.

This is fine as long as the government doesn't change its mind on
what it considers “wrong”.

Moreover, if you live near a designated individual you may now be
under surveillance.

Total Information Awareness Program

Knowledge is power




TIA DIAGRAM

Deotect » Classify # 1D @ Track # Understand < Praempt

| Semmtie |
Total Information Awareness of transnational
threats requires keeping track of individuals
and understanding how they fitinto models

This s essentially high-tech profiling based on ALL
of your supposedly private information.

TIA Overview (vision)...
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This program sounds
like something from
Enemy of the State

ENEMY OF THE STAT

“Lvery purchase you make with & crac cavd, every maganne subscrplion you duy e
madicl prescription you i, every Web site you wWak and e-mavl you send or recaive,
CVEY JDTEMIC Grade yOu roceive, every Bank depasit you make, every rip you book and
eury evert you attend — al thess transactions and commurmications wil go info nhat the
Defense Dupactment describes as “g victus), centraized grand database, *

Wiliam Safice, NY Times

.. Wi growide inteligance andlysts and dw enforcoment officns mith nstant access to
iformation from Intermet mal and caling records (o oracié card an! banking transactions
and traved documents, without 8 search warrant. Mstaricaly, mWitary and inteipence
agencies have not been permvtted (0 spy on Americans without extraorcinary lege'
Jueharization. SBut Admival Faindextey, the farmer nationdl secunty adviser in the Reagan
SJCMINSration, has arpued thae the government needs Hroad New DOners (0 process,
store and mine dilons of minute detals of efectronve Me i the United Staces. Admiral
Poindexter, who has describad the pdan in podbie docurments and spesches b dechined o
be interviewed, has sald thot the government needs to Dreak down the stovepipes” that
sepvate commerchyl and government dxtabases, allowing teams of intaligance agency
anNysts o hune for dden pattermns of acointy nith powerf! computers.”

Jobn Markof MY Tizsex




Would the TIA program have prevented the terronist attacks of
September 1192

NO, this database is designed to track only American citizens,
not foreign nationals such as the terrorists.

THUS...

The question that needs to be asked is why is the government
tracking us in this way?

What purpose does this information serve for them?

DEATH OF THE TIA

Funding for the TIA was killed in 2003, but many organization
feel that it is to soon to determine if it is really killed.

More importantly, while the idea of the TIA is dead, as we will
see many of the ideas within the TIA framework are still
developing and functioning on there own.

At this point they are all independent, but in the future it will be
easy and natural for them to be combined to give us a TIA
functionality under a different name.

What kind of event will cause this unification?

Will it even take a single event to allow for the unification of
data or will it simply be a bureaucratic response?




SURVEILLANCE NATION

h e S et

TYPES OF SURVEILLANCE

Cameras
RFID
GPS
Databases




CAMERA SURVEILLANCE

There has been a dramatic increase in the use of cameras and closed
camera networks for use in Policing, crime prevention, and

terrorism prevention.

Superbow] in Tampa
Chicago just implemented a 2,000 camera system.
The main idea is that cameras will help prevent things from

happening in the first place and if they do happen they will
dramatically improve investigations.

Panopticon

In addition these camera networks have been supplemented with
other advanced software systems to improve their effectiveness

Facial Recognition

Gait recognition

Map of the MPD surveillance cameras
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MAP OF CAMERAS IN NYC
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NID at a Distance will develop multi-modal biometric technologies
to improve our ability te identify foreign terrorists from a distance

Used to conduct profiles, identify suspects, and add biometric
data to already extensive databases.




CAMERA SURVEILLANCE

1. NoCrime Reductlon: Rescarch from Britain on the impact of cameras on
crime has shown that street hights had more impact.

2  Abuse: Despite the fact that cameras bave not been used in law
enforcement for very long there are already numerous cases of abuse.

In 1997, & wp-ranking police officaal in Washington, DC was caught using
police databases to gather infoemation on patrons of a gay club. By looking
up the license plate numbers of cars parked at the club and researching the
backgrounds of the vehicles” owners, he trned 10 blackmail patrons who
were marned

d. Soclal Impact When citizens are being watched by the sutheeities - or
aware they might be watched a1 2ny time - they are more self-conscious and
less free-wheeling
knowing that you are being watched by armed government agents tends to
put & damper on things. You don't want to offend them or otherwise call
attention to yousself.

RFID TAGs
Radio Frequency Identification

What: Small wireless devices that emit unique identifiers when hit
with a radio wave from a RFID reader or sensor.

Most read only from short distances (less than 30 inches),
although distance can be increased to almost a football field

Used heavily by private sector for security purposes, and increasingly
being used by the government and corporations.

* Very Small

* Getting very cheap

* Readers are simple and cheap

Important aspect about RFID tags is that can contain data about an
individual or product and that cryptographic protections are not as
stable as many claim.




RFID TaGs

* Consumer products of all kinds
Wal-marification

* School districts and prisons

* Humans

* U.S. Passports

RFID TaGs

PROBLEMS

1. PASSPORTS: As of right now the State department is not using
ANY ENCRYPTION.

Thus, all personal information contained on the RFID (personal info.
about the individual) could be read by any RFID reader.

2. DANGER: Easy to “snarf” info. about citizens traveling abroad
and put Americans in Danger of being targeted by Terrorists.

3. PRIVACY: As they become cheaper they will be included in
almost every consumer product and will be easily read almost
anywhere.

Profiling of people as they enter a store: what do they have on them

Tracking of people as they enter different stoces
Data aggregation and sale of info by stoces

where, when, how long did you sbop and what did yvou buy




GPS
Global Positioning System: Series of satellites that are used to provide the exact
position of a base uniL
Comemon m cars for use in navigation and mereasingly being provided 2s an add-on
feature for roedside assistance.
Onstar
Other Common and new Uses of GPS
1. Navigation: Cars, lnking, running.

2. Cellphones: Federally mandated to be m all cellphones (o 2 system as
accurate) within a few years to provide for more accurate 911 responses.

3. Prison/probationer Monitoring: Montosing of Jocations of probationers,
parelees, and prisoners on workgangs.

4. Children: Whenfy and other products that help parents monstor their childrens
wherezbouts.

5. Surveillance: Systems foe parents 10 monitor their cars while kuds are driving.
6. Traffic Jam Monitoring: In test phase currently.

GPS
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GPS

POTENTIAL PROBLEMS

1. ILLEGAL MONITORING: This has already been done in
several criminal cases uses different methods.

New form of surveillance
Onstar cooperation/co-opting

GPS bug

2. CRIME ANALYSIS: Veritracks company claims to be able to
“correlate” criminals who are monitored using GPS with
crimes that have occurred to generate suspects.

3. ABuUSES: lllegal monitoring of individuals as a form of
police deviance.
Monitor where people go and use it as blackmail.

DATABASES

As computers have become pervasive throughout the business
world there are increasingly more and more databases
containing information about people.

These numerous databases are increasingly being used for law
enforcement purposes.

More importantly, these databases are also increasingly being
used for less than legal purposes.
These numerous databases are also increasingly vulnerable to

hacking and other cybercrimes, which can lead to problems
of identity thefl.




Signature Capture: More and more retailers require customers
to digitally sign for credit card purchases.

The manner in which these databases capture signatures can
easily be used to create an exact forgery using, not very
sophisticated means.

Biometrics: Databases that contain digital reproductions of
physical characteristics, such as fingerprints, retina scans,
and facial recognition.

These biometric databases are being increasingly used to
increase security since 9/11.

Security of these databases is suspect in many cases. Leaving
great potential for abuse.

Other Information: Private companies gather this information
about you for sale to merchandisers wishing to have more
targeted sales information.

Information collected includes:

S.S. £ health information, salary, credit cards owned,
marital status, automobile owned, mortgage amount, credit
rating, etc..

Increasingly law enforcement agencies are linking to these
databases in order to develop profiles, identify possible
suspects and assist in investigations.




DATABASES
PROBLEMS WITH DATABASES

DATABASE ABUSE: Michigan case in which several
different officers used the databases to stalk women, find
ex-spouses, and threaten motorists after altercations.

CRIME: Criminals taping into these central databases that
contain everything about people and using the information
to commit crimes.

Identity theft
Fraud

Already this has happened with Choicepoint, the largest data
aggregation company which sold records to criminals

BIG PICTURE OF TOTAL SURVEILLANCE

While the TIA has been officially “killed” it still lives on in the
continual growth and expansion of its component parts.

Data aggregation, GPS monitoring, RFID monitoring,
Camera Surveillance, etc..

Although there is not one central repository for all of the data and it
currently is not linked it is not a big step to link them all in the
future.

Increasingly possible given the ever expanding CJIC and TIC into
new growth areas
new companies, new fears, more profit, more control

What incident will cause the aggregation and unification of these
disparate data streams?




BI1G PICTURE OF TOTAL SURVEILLANCE
Total Movement Surveillance of the future
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RFID when shoppiog and
Cameras while driving

entering locations
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being anywhere Finarcial, medical and other locations
data monitoring

BIG PICTURE OF TOTAL SURVEILLANCE

In the future it will be easily possible to seamlessly track an
individuals

* Movement (GPS, Phones, RFID, Cameras)

* Habits (RFID, Cameras, Databases)

* Purchases (databases, RFID)

* Health and Wealth (Databases)
In order to create:

* Profiles (criminal and consumer)

* Suspect lists

* Persons of interest




Assignment

* Find an article dealing with increased
surveillance or tracking by Law Enforcement.
— Can be a newspaper article

* Cell phone, GPS, Cameras, warrantless
searches, etc..

» Write a compare/contrast article on the

balance of improved security with loss of civil
liberties and personal freedoms.
— One page is NOT enough.

* Due Wednesday December 7th by 5:00 p.m.
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